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Electronic Communications

Policy – Electronic Communications and Security
1.
Introduction and purpose

1.1
Electronic information systems have become an integral part of company operation, and the integrity of these systems is vital for the quality of work produced, and the access to accurate and timely information, for operations as diverse as sales, and the credit control function.  

1.2
The operation of the company is therefore dependent upon these systems, and the information maintained electronically forms part of company assets. Therefore every reasonable step needs to be taken to minimise the risks of sabotage, critical information loss to competitors or for other purposes of industrial espionage.

2.
Scope

2.1
This policy applies to all employees, contractors and any other authorized users of the company information systems – referred to collectively in this policy as “users”. 
3.
Policy framework

3.1
This policy applies to all company information, and includes any electronically generated and stored information, and all handwritten, typed, printed, faxed, or scanned information.

3.2
This policy should be given to every user before they commence work utilizing company resources.  

3.3
The company electronic systems and infrastructure are for the company use only, and are not for private use.

3.4
The company cannot protect the confidentiality of any private information stored on the company infrastructure, in contravention of this policy.  

3.5
User access is given for the purposes of the user performing a defined role, and no attempt should be made by the user to gain any additional access to the information systems. 

3.6
Any alleged contraventions of this policy will be investigated by management, and all users are required to report any contravention of the policy which comes to their attention.

3.7
Management has a responsibility to continually monitor all systems and usage to ensure compliance with this policy.

3.8
Appropriate disciplinary action will be taken against any user found to have contravened the system, and this may lead to dismissal, or termination of a contractor contract. 

4.
Passwords

4.1
All users will be issued with an individual password, which will provide the access to the systems, appropriate to the user’s role.  

4.2
The password should be kept secret and not given to any other user.  

4.3
Any contravention of policy while using the password will be deemed to be a contravention by that user.  

4.4
Users should ensure that they log out when moving away from their desk for any purpose.

5.
Security of hardware and software

5.1
No user may remove any hardware or software from the premises without written authorization specific for each item.

5.2
No user may bring any hardware or software for use on the company systems, without the specific written permission of management.

5.3
Management is responsible for the installation and maintenance of any virus-checking or other hardware and software protection systems.

5.4
All users should immediately follow any electronic instructions, (eg to log out) related to these security systems, and to follow all such instructions immediately and comprehensively.

6.
Electronic mail

6.1
The email system is to be used only for company-related business.

6.2
Users should be aware at all times that the communication is a representation of the company and should ensure that an appropriate style and level of language and communication is used.

6.3
In addition no user should ever send any chain letters, fraudulent, harassing or obscene messages, or any messages which may be offensive to any nationality, or religious belief, or gender, or sexual orientation, or any other categorization of person or groups, protected against discrimination by law.

7.
Access to internet sites

7.1
All users should take account of the guidelines for email usage and should ensure similar protection of the company image while using the internet.

7.2
No sites which may be potentially damaging to the company image should ever be accessed using company equipment. These include but are not exclusively, sites such as gambling, or those with sexual content of any nature.

8.
Confidentiality of information

8.1
The electronic and paper systems contain information about the business and its operations, its customers, products, supplier information, and its managers and employees.

8.2
This information is classified as confidential and sensitive information and may not be accessed unless for work related to the user role, and no other information may be accessed without written explicit and specific management permission.

8.3
Users who come into possession of such information may not disclose this to any other person without written explicit and specific management permission.

8.4
No user may make any statement to any form of external media – including placing information on the internet – without the written explicit and specific management permission.

8.5
Users should make sure that they are familiar with the confidentiality agreement contained in the contract.

9.
Backup of information

9.1
Management is responsible for the maintenance of the hardware and software and appropriate backup systems, and users are required to comply with any ad hoc or standing instructions to support these systems.

10.
User Acceptance and Agreement

10.1
I understand and agree to the terms and conditions of this Electronic Communications and Security Policy document.

Signed this ___________________ day of _____________________________ 2______

_____________________________


_____________________________

Name






Signature

Witness

_____________________________


_____________________________

Name






Signature
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